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‘ A brief introduction to what Elastic does

An overview of the success customer zero is having
Elastic Security demo tour

How all this percolates into our offerings

Wrap up & where to find more information
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SEARCH. SOLVE. SUCCEED.

In this always on world



The best platform for Enterprise Search

O Where is my PDF?




The best platform for Observability

O Why is my app down?
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The best platform for Security

O Aml being attacked?




A platform for

The Elastic Search Platform

Workers



A platform for

The Elastic Search Platform

Workers



A platform for Security

Events
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A platform for all your needs

Security
Events

Security
Events

Security
Events
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Workers



Follow the Sun with Elastic in EMEA

NETFLIX " vy

6:00 PM Relax with a movie Wake & read the news 7:00 AM

#Auchan
5:00 PM Groceries for dinner

\
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Travel to the office 8:00 AM

SAP Concur
4:00 PM Complete expenses

Start work 9:00 AM

Wo@y
3:00 PM update timesheet

I: Mobile

Customer call 10:00 AM

F\\Adobe
2:00 PM Finalize marketing assets

W BARCLAYS
Check finances 11:00 AM

Etsy Uber

1:00 PM Browsing Order ride for work lunch 12:00 PM



Our InfoSec team




Globally Distributed Workforce Cloud Native Implementation
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Elastic InfoSec R

Challenges: LR o D0
42 B . GitHub aWS
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1) Company itself COUNTRIES A raure

InfoSec by the numbers (Daily)

600GB >450K

Security Data Endpoint Data Endpoints
Enables us to monitor for ~ Amount of security data Globally dispersed cloud
' abnormal and security  ingested daily from Elastic  instances, virtual desktop
relevant activity end user endpoints environments, and user

workstations o'.‘ elastic




60 =| 25’000+
Cloud -1 Machines
regions

Elastic InfoSec

Challenges: @ 60'000+ — =
Clusters 11 Containers

2) Elastic’'s customers

@ Customer

subscriptions
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InfoSec
Fundamental
Use Cases

Governance/
Compliance

Risk
Management

Vulnerability
Management

Threat
Management




Elastic Controls
Framework

- Consolidates all
compliance frameworks
into a single source

- Enables multiple
integrations points

across the enterprise

Governance/

Compliance

Business Compliance as
Requirements Code
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Elastic Controls

Github
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InfoSec Sales Support Audit Engineering
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Data
Model

Elastic Common
Schema

Cloud Providers /
SaaS
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Asset Inventory _
=

A
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. Asset
Continous Controls 1 —
e SIEM = Inventory
Manitaring. & . ':'D Browser
InfoSec Support Audit Engineering
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Vulnerability
Scanners

Vulnerability
Intelligence

Asset
Inventory

= @ secuy
¥ Security

Dashboards

Alerts
Findings
Timelines.
Cases

Explore

Intelligence

Dashboards

Reporting

Q

Vulnerability
Management

Cloud Security Posture

Cloud Security Posture

Cloud  Kubernetes

ACCOUNTS EVALUATED Overall Cloud Posture Score

2 61%

33K passed - 2.2K failed

—
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Compliance By CIS Section

Remediation
Assignment and
Tracking

>

Notification and
Escalation

B Add integrations

cis section Compliance.
Monitoring - %
0
RESOURCES EVALUATED e Logging —_— 2%
1,917 Simple Storage Service (S3) ——aa%
0
Identity and Access Management —_—
@ Networking —_—
FAING FINOINGS
o y
2,168 03191800 03-2000:00 03200600 03201200 Q View all failed findings
Account Name Posture Score 1 Compliance by CIS Section
elastic-infosec - 887624 48% 174 passed - 187 failed
Last evaluated 2 hours ago 00 Monitoring —_—
Logging —_—x
0
simple Storage Service (53) R
aws o
. 03191800 03200000 08200800 2000 Q View all failed findings for this cluster
elastic-sa - 461485 61% 37K passed - 2K failed
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Monitoring
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Last 14 days.
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Top 5 values of host. hostname.

@timestamp por day

@L? Additional Information

Thank you for confirming this event.

To assist the Information Security team with detection tuning, please
provide any additional details you believe may be relevant to this alert
being triggered.

Details

| added my new phone to Qkta for MFA

Follow-Up
O 1 would like Information Security to contact me regarding this event.

@ No need to contact me, this should clear it up.

\ Close m

ys) | Last

' 842 008%
u

® Hosts per day
® Moving average

Threat

Management

\.

Threat Intelligence

and Enrichment SOAR

@ ~—— Btines ~——

Escalation

pd

i Collaboration

>

# Alert Management
SIEM Case Management
Detections

Response
" cP

> e
-i Detections as Code
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Auditbeat  Filebeat Monitoring Endgame Fleet Malware
Sandbox
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ON-DEMAND WEBINAR

Creating a Security
Center of Excellence
With Elastic

sitecore

Own the experience®

Hosted by:

Adam Button
Director of Cyber Security

Sitecore

Overview

Hear how Sitecore uses Elastic SIEM for their new ‘Security Operations Center

as a Service' offering (SOCaas$), which has allowed the company to automate

more than 91% of their workflows, increasing productivity in security and
kcompliance, which has reduced time-to-fix issues with minimal human capital.

r
@ SITECORE

Sitecore Optimizes Experiences
for their Customers with Elastic

“Elastic ECE significantly reduces the burden on our Platform team,
saving time and reducing costs”

Tim Van Gehuchten, Vice President of Platform Engineering

PROFILE GOALS
About: Founded in 2001, this award e Toreduce complexities for
winning digital experience innovator customers dealing with content

powers the online presence of many e Empower their customers to
global household brand website. respond to fast changing business
conditions

Industry: Software and Technology o Make findability a simple task

Location: Benelux, USA, Global

SOLUTIONS

Identify bottlenecks with Elastic
Observability APM to improve their
customer service

Protect marketing content with
Elastic Security

Built an internal Paas offering based
on Microsoft Azure and Elastic ECE

RESULTS

Clients can accelerate their
campaign execution.

Providing a 360-degree view of all
content to their customers some
with 10 million content items
Reduced infrastructure
maintenance burden on the
Sitecore platform J



https://ela.st/23-sitecore
https://ela.st/23-sitecore
https://ela.st/23-sitecore

SOC Operations - Facts Q siTecoRre

OUR SOC OFFICE

o SITECORER
N “ BRUSSELS
W OFFICE
oy
0
INCIDENT TREND (2022)
16000 14207
12000
727
8000 6300
4000
0
Jul Aug Sep

(0 CORTEX

XSOAR

f\ .o elastic| siem

> ] VIRUSTOTAL

AVG. TIME TO RESOLVE

ERROR RATE

9%

AUTOMATION RATE

96%

https://
ela.st/23-sitecore

23


https://ela.st/23-sitecore
https://ela.st/23-sitecore

CUSTOMER SUCCESS STORY

How Booking.comis
tackling unparalleled
growth, complexity, and
scale with Elastic

https://ela.st/23-booking

(https://www.elastic.co/videos/how-booking-com-is-tackling-unparalleled-growth-complexity-and-scale-with-elastic)



https://ela.st/23-booking
https://www.elastic.co/videos/how-booking-com-is-tackling-unparalleled-growth-complexity-and-scale-with-elastic

Your cool features are not
business outcomes

Telling me what problems |
have

Life as a CISO

Dealing with vendors

Assuring me your product
can solve all my problems

Pushing for a large
purchase / deployment

@ elastic



Scaling with confidence
Improving time to value for security teams

3

22

1

4

Products
1 tool, 1 licence

SOC Analysts
Distributed / 24x7

Products SOC Analysts
3 tools, 3 Level 1& 2/ 24x7
neerices
Daily Ingest Events per second

30 data sources

Daily bursts to 100K

32TB

350K

Daily Ingest
23 data sources

Events per second
Minimal bursting

‘) elastic



Elastic Security tour

Demo




Bring your data r ~
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cloud . a
network m
DO .
user a n 1 SIEQ\/InSa(I I?(fi‘f:l;nty
POE ~

threat intel n

Elastic Security

Endpoint Security

Native protection

Block threats with Elastic Agent
laptops & desktops a E Cloud Security

servers & VM's m
containers & kubernetes E
cloud providers \_ Y,

Powered by Elastic Security Labs - Threat Research




Security Operations for the Modern Enterprise

Open & transparent ~ From comprehensive Speed & scalability:  Assisted, Augmented Federated
Amplify and expand analytics to actionable  Small teams / Huge & Autonomous On-prem / Multi-cloud
talent outcomes data Intelligence




Elastic.co/security-labs/

q .
'.‘ elastlc Platformv Usecases v Pricing Customers+v Resourcesv Company v Contact  Login

Security Labs

@elastic security labs

20238 Elastic Global
Threat Report - Spring

Elastic publishes 2023 Global
Threat Report Spring Edition

This week, we're publishing a new version of this report that’s online and
interactive, which includes additional data covering the remainder of 2022,
written using Elastic technologies.

By Devon Kerr

24 April 2023

Security Research

t Topics v Vuln updates

Featured

Elastic Security Labs discovers the LOBSHOT
malware

By Daniel Stepanic

25 April 2023

Elastic Global Threat Report Multipart Series
Overview

By Devon Kerr

17 April 2023
Attack chain leads to X\WORM and

AGENTTESLA

By Salim Bitam

07 April 2023

Elastic users protected from SUDDENICON's
supply chain attack

By Daniel Stepanic, Remco Sprooten

30 March 2023

SIS ¢

XN o

Reports  Tools N

R

2022 Global
Threat Report

See all —

Elastic
Security
Labs



Prevent

O

O
—
O O
O
—
O O

Elastic Security

Investigate

Stop attacks
before they start

Automated
investigation to
accelerate your team

Remediate the threat in
the same workflow

Detect

Respond

Prevent




astic Security

Prevent Investigate Respond

@ elastic Q_ Find apps, content, and more. w )

Stop attacks y—g——
before they start —

MLjob settings @ Add integrations  Data view ' Alerts

Refresh

on bhusa-windows-1 _created

Dashboards s t
OneNote Child Process. Malicious Behavior Detection Alert: Suspicious Microsoft OneNote Child Proc

Alerts
process event with process mshta.exe , parent process ONENOTEEXE , by james_spiteri on  bhusa-windows-1
I created high alert [Guide] New Process Executed by Microsoft OneNote
[[elnes james_spiteri |\ BHUSA-WINDOWS-1 @ bhusa-windows-1 in
£ CiUsers\james_spiteri\AppDatalLocallTemp\2\0neNotel16.0\Exported\(8A528798-95F7-4185-8064-8546 1B
e i 3 : arted p _mshtacxe (24428) CAWindows\SysWOWGA\mshta.exe
2 CAUsers\james._spiteri\AppDatalLocallTempl2\0neNote\16.0\Exported\(8A528798-95F 7-4185-8064-85461BEDDGASI

Intelligence {1E460BD7-F1C3-4B2E-88BF-4E770A288AFSH1E460BD7-F 1C3-4B2E-88BF-4E770A288AFS)  via parent process

Automated

on bhusa-windows-1 created high alert ~[Guide] New Process Executed by Microsoft OneNote

accelerate your team v T et (RIS o e 1 Te
3 M £ CAUsers\james_spiter\Deskiopl9044036367\ started prc ONENOTEMEXE | (19764)  ftsr

Unusual Process For a
Lt Hom Unusual Process For a Linux Host

Remediate the threat in T,

the same workflow

Manage




Elastic Security

Prevent Investigate Respond

¥ @ elastic Q_ Find apps, content, and more. # o &M
Sto p attacks B  secuiy  Aens MLjob settings v [ Add integrations ~ Data view ~Alerts \/
- -
before they start . e ar yous dola ieing KL syt e . S x
alicious Behavior Detection Alert: Suspicious Microsoft
U aLinux H OneNote Child Process
Dashboards £ Feb 8, 2023 @ 23:36:46.291
Overview Threatintel ) Table JSON Osquery Results )

Unusual Process Fi
Alerts 23:8 a Linux H
Findings F——— OneNote application. Ths m
Feb 8, 2023 ¢ Unusual Process Fi indicate an attempt to execute
3 malicious embedded objects from

Timelines a Linux Host m s
a.onefile.

Cases
— Unusual Process F

aLinux H Insights

Explore
il Proc > 0 cases related to this alert

O Automated , -
—— investigation to e e

a Linux H

O [0 accelerate your team - I

aLinux Hos

alerts related by source event

> Related alerts by process ancestry

Unusual Process Fi
a Linux H
Enriched data

023 @ Unusual Process Fi
40.144 a Linux Hos HOSTRISKDATA  TECHNICAL PREVIEW

Current host risk classification o Critical
Unusual Process Fi
S aLinux Host Original host risk classification Moderate
57 GETSTARTED

Remediate the threat in ) pEmE————
O O the same workflow




Scaling with confidence
Improving time to value for security teams

3 Months
Products SOC Analysts
1 tool, 1 licence Distributed / 24x7
Daily Ingest Events per second
23 data sources Minimal bursting

@ elastic



Unified Data Platform

Governance/
Compliance

r

C SOCRATES.
Create Default Risk Assessment Request

Elastic Controls ot
Framework

Background

D

Vulnerability
Management

- Consolidates all Assetis) ot isk / Data Elastic Common Cloud Providers / Reporting
s Model Schema Saas
compliance frame

. . ) a a
into a single source Thvest Commur] < GTD Q )

Which equipme

Remediation

- Enables multiple

integrations points — | - ( ; Threat
across the enterpri e wyral | i i Management
Ty i i

Assetinventory SN - 8| .

‘Determine the

= f ;
N 1 i
| i I l l . 1 II Escalation
Continous Controls . O - Pty Threat Intelligence '
; | Monitoring i3 SIEM '1 and Enrichment SOAR t Collaboration
(C)D Additional Information 2 B

@ ~— Btines ~— 4%

InfoSec Support Audit Thank you for confirming this event.
Alert Management
To assist the Information Security team with detection tuning, please SIEM
provide any additional details you believe may be relevant to this alert Case Management
being triggered. ‘ Detections
\ o _Response
| —

1 added my new phone to Okta for MFA

-1 Detectiohs as Code
= { i i ) ! ¥
on-U - - emm s mm =
1 would like Information Security to contact me regarding this event. o= = — = = =
® No need to contact me, this should clear it up. ! ! ‘ E- ') ')

Toee Auditbeat  Filebeat Monitoring Endgame  Fleet ~ Malware
Sandbox

b _4




Elastic Machine Learning
How it works

/ Real-time data
OO0

DATA FEED Lo OJ
(o M o/
Hictorical data 3
functions
fields
WAR{_ 7o look fak influencers

;

How data horma//y tend¢ to behave

baselines(normal_behavior)

anomalies \

Anyﬂu'ny ouvtside normal

e .
% elastic



Predict ©000ceo

L ?m’“ : O . | .
edarn : perationalise

- , &
8000 N P R T )

ALERT #2451:
2500 Time: Feb 6th 2016, 15:05
N\ Severity: 94

2000 - L\ Description: Critical anomaly in

- N KPI orders per min
1500 . s - Actual: 280

— Expected: 1859

- ~ ke SRR |
. 1Y

- - 0o

?eb 200:00 Feb212:00 Feb300:00 Feb312:00 Feb400:00 Feb412:00 Feb500:00 Feb512:00 Feb

§EEEEE

% elastic



Machine Learning
Overview of Prebuilt Jobs

process
runas event rare <—
user

type10 remote login

network
:}*activitye
path

Ccreate<——process <
—anomalous <

service <

script <

user name <—

—windows <

login «<——activity «——suspicious <~

—host<——

process <——rare <
port
service network <——activity
url anomalous <——linux <~
user name
process

login <——activity «——suspicious <~

PREBUILT
ML JOBS

tunneling——>DNS

DNS questions
network server domain
rare
url

user agent

q .
% elastic
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Reduce costs -
Keep data local

Single pane of
glass

Hybrid-cloud

Easily meet laws,
regulations, & :
security policies @elastlc




Bring your data r ~

&

cloud . a
network m
DO .
user a n 1 SIEQ\/InSa(I I?(fi‘f:l;nty
POE ~

threat intel n

Elastic Security

Endpoint Security

Native protection

Block threats with Elastic Agent
laptops & desktops a E Cloud Security

servers & VM's m
containers & kubernetes E
cloud providers \_ Y,

Powered by Elastic Security Labs - Threat Research




THE FORRESTER WAVE™
Endpoint Detection And Response Providers E |aStIC na med a St ron g Pe rformer

in The Forrester Wave for EDR
Challengers Contenders Performersv Leaders Providers' Q2 2022

Stronger
current
offering

A

Palo Alto Networks? :

() Gybereason (+) VMware Carbon Black

B FireEye (> Sophos
Fortinet =) McAfee

BlackBerry Cylance

Check Point Software
Technologies

Weaker
curren
offering

Weaker strategy P Stronger strategy N
The Forrester Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave™ are

Market presence* trademarks of Forrester Research, Inc. The Forrester New Wave™ is a graphical representation of

Forrester’s call on a market. Forrester does not endorse any vendor, product, or service depicted in the -
Forrester Wave™. Information is based on best available resources. Opinions reflect judgment at the time @ E|aStIC
and are subject to change.




THE FORRESTER WAVE™

Security Analytics Platforms
Q4 2022

Strong
Challengers Contenders Performers

Stronger
current
offering

A

Securonix

(+)Sumo Logic

Gurucul ()

Trellix

Weaker
current
offering

Weaker strategy

Market presence

Leaders

P> Stronger strategy

Elastic named a Leader
in The Forrester Wave™ Security
Analytics Platforms Q4 2022

FORRESTER
WAVE

LEADER 2022

Security Analytics
Platforms

The Forrester Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave™ are

trademarks of Forrester Research, Inc. The Forrester New Wave™ is a graphical representation of

Forrester’s call on a market. Forrester does not endorse any vendor, product, or service depicted in the -
Forrester Wave™. Information is based on best available resources. Opinions reflect judgment at the time @ E|aStIC
and are subject to change.



Elastic Security

’\ Security Analytics (& SIEM)
(A ) Elastic
A Cloud Security hd Security
. ) Labs
.) Endpoint Security




Want to find out more?

O G

Security Solution: Security Labs: Articles & Blogs:
elastic.co/security/ elastic.co/security-labs/ elastic.co/blog/

% ﬁn‘ E ‘E"



https://www.elastic.co/security-labs/
https://www.elastic.co/security
https://www.elastic.co/blog/

Join the Elastic Security community

O G

Take a quick spin: Try free on Cloud: Connect on Slack:
demo.elastic.co ela.st/emea-sec-trial ela.st/slack

eﬁ ﬁ P m, E



https://ela.st/slack
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|
Thank You EEE
Search. Observe. Protect. E NN

Safe Harbor Statement
This presentation includes forward-looking statements that are subject to
risks and uncertainties. Actual results may differ materially as a result of
various risk factors included in the reports on the Forms 10-K, 10-Q, and
8-K, and in other filings we make with the SEC from time to time. Elastic
undertakes no obligation to update any of these forward-looking
statements.



Appendix: Elastic Security Stack

Prevent, Detect, and Respond

(" N[
1 S it Out-of-the-box solution for
. ecurity security analysts everywhere
\. J
’ \ Elastic
Visualize your Elasticsearch - Security
' Kibana data and navigate the Elastic Labs
A Stack
\, y Security content
from Elastic and
A community
. A distributed, RESTful search
= Elasticsearch and analytics engine
J
N
B, seats O Agent Logstash
— S - & wn %8
[>g Endpoint J U




