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An overview of the success customer zero is having

A brief introduction to what Elastic does

Wrap up & where to find more information

Agenda

Elastic Security demo tour

How all this percolates into our offerings

Thank you 



SEARCH. SOLVE. SUCCEED.
In this always on world



The best platform for Enterprise Search

Where is my PDF?

FF: 
Having the central diagram makes it looks more like a platform? Or at 
least gives this image a feeling that we’re using the same tech stack 
for different use case/ solutions



The best platform for Observability

Why is my app down?



The best platform for Security

Am I being attacked?



A platform for Enterprise Search

The Elastic Search Platform
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A platform for Observability

The Elastic Search Platform
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A platform for Security

Security 
Events

Security 
Events

The Elastic Search Platform
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Security 
Events

Security 
Events

The Elastic Search Platform
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A platform for all your needs
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Proprietary + Confidential

Wake & read the news  7:00 AM 

Travel to the office  8:00 AM  

Start work  9:00 AM

Customer call 10:00 AM 

Check finances  11:00 AM 2:00 PM  Finalize marketing assets

3:00 PM  Update timesheet

6:00 PM   Relax with a movie

Follow the Sun with Elastic in EMEA

Order ride for work lunch  12:00 PM1:00 PM  Browsing

5:00 PM   Groceries for dinner

4:00 PM  Complete expenses



Our InfoSec team



150TB

Elastic InfoSec 
Challenges:

1) Company itself

14

InfoSec by the numbers (Daily)

Security Data
Enables us to monitor for 

abnormal and security 
relevant activity

Endpoint Data
Amount of security data 

ingested daily from Elastic 
end user endpoints

600GB

Globally Distributed Workforce Cloud Native Implementation

~3,000
ELASTICIANS

42
COUNTRIES

Endpoints
Globally dispersed cloud 
instances, virtual desktop 
environments, and user 

workstations

>450K



Elastic InfoSec 
Challenges:

2) Elastic’s customers

60
Cloud 
regions

60’000+ 
Clusters

25’000+ 
Machines

~600’000 
Containers

~20’000
Customer 
subscriptions



Governance/
Compliance

InfoSec 
Fundamental 
Use Cases

Risk
Management

Vulnerability
Management

Threat 
Management



Elastic Controls 
Framework

- Consolidates all 
compliance frameworks 
into a single source

- Enables multiple 
integrations points 
across the enterprise
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SOC Operations - Facts

23

9%
ERROR RATE

AUTOMATION RATE

12min

AVG. TIME TO RESOLVE

INCIDENT TREND  (2022)

OUR SOC OFFICE

96%

| SIEM

https://
ela.st/23-sitecore

https://ela.st/23-sitecore
https://ela.st/23-sitecore


https://ela.st/23-booking 
(https://www.elastic.co/videos/how-booking-com-is-tackling-unparalleled-growth-complexity-and-scale-with-elastic)

Booking.com

https://ela.st/23-booking
https://www.elastic.co/videos/how-booking-com-is-tackling-unparalleled-growth-complexity-and-scale-with-elastic


Your cool features are not 
business outcomes

Life as a CISO 
Dealing with vendors

Assuring me your product 
can solve all my problems

Telling me what problems I 
have

Pushing for a large 
purchase / deployment



24 Months 3 Months

87.5%Improvement

Scaling with confidence
Improving time to value for security teams

22
SOC Analysts

Level 1 & 2 / 24x7

5TB 50K

3
Products
3 tools, 3 
licences

4
SOC Analysts

Distributed / 24x7

Daily Ingest
23 data sources

32TB
Events per second

Minimal bursting

350K

1
Products

1 tool, 1 licence

Daily Ingest
30 data sources

Events per second
Daily bursts to 100K



Elastic Security tour
Demo



Detect, Investigate & Respond

Block threats with Elastic Agent

Bring your data

Native protection

Elastic Security

Powered by Elastic Security Labs - Threat Research

SIEM & Security 
Analytics

Endpoint Security

Cloud Security

cloud providers

servers & VM’s

containers & kubernetes

cloud

network

host

user

email

laptops & desktops

threat intel



1 2 3 4 5

Open & transparent
Amplify and expand 

talent

From comprehensive 
analytics to actionable 

outcomes

Speed & scalability:
Small teams / Huge 

data

Assisted, Augmented 
& Autonomous 

Intelligence

Federated
On-prem / Multi-cloud

Security Operations for the Modern Enterprise



Elastic 
Security 
Labs

1 2 3 4 5



Elastic Security

RespondInvestigatePrevent

Stop attacks 
before they start

Automated 
investigation to 
accelerate your team

Remediate the threat in 
the same workflow

Detect

Prevent

1 2 3 4 5



Elastic Security

RespondInvestigatePrevent

Stop attacks 
before they start

Automated 
investigation to 
accelerate your team

Remediate the threat in 
the same workflow

1 2 3 4 5



Elastic Security

RespondInvestigatePrevent

Stop attacks 
before they start

Automated 
investigation to 
accelerate your team

Remediate the threat in 
the same workflow

1 2 3 4 5



24 Months 3 Months

Scaling with confidence
Improving time to value for security teams

22
SOC Analysts

Level 1 & 2 / 24x7

5TB 50K

3
Products
3 tools, 3 
licences

4
SOC Analysts

Distributed / 24x7

Daily Ingest
23 data sources

32TB
Events per second

Minimal bursting

350K

1
Products

1 tool, 1 licence

Daily Ingest
30 data sources

Events per second
Daily bursts to 100K

1 2 3 4 5



Unified Data Platform 1 2 3 4 5



Elastic Machine Learning
How it works

DATA FEED

Real-time data

Historical data

baselines(normal_behavior)

How data normally tends to behave

anomalies

Anything outside normal

What to look for

JO
B

functions
fields

influencers

1 2 3 4 5



Predict

Expected value @ 15:05 = 1859

Learn Operationalise

1 2 3 4 5



Machine Learning
Overview of Prebuilt Jobs

1 2 3 4 5



1 2 3 4 5
Reduce costs - 
Keep data local

Single pane of 
glass

Easily meet laws, 
regulations, & 
security policies

Hybrid-cloud

Multi-cloud



Detect, Investigate & Respond

Block threats with Elastic Agent

Bring your data

Native protection

Elastic Security

Powered by Elastic Security Labs - Threat Research

SIEM & Security 
Analytics

Endpoint Security

Cloud Security

cloud providers

servers & VM’s

containers & kubernetes

cloud

network

host

user

email

laptops & desktops

threat intel



Elastic named a Strong Performer 
in The Forrester Wave for EDR 
Providers, Q2 2022

The Forrester Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave™ are 
trademarks of Forrester Research, Inc. The Forrester New Wave™ is a graphical representation of 
Forrester’s call on a market. Forrester does not endorse any vendor, product, or service depicted in the 
Forrester Wave™. Information is based on best available resources. Opinions reflect judgment at the time 
and are subject to change.



Elastic named a Leader 
in The Forrester Wave™ Security 
Analytics Platforms Q4 2022

The Forrester Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave™ are 
trademarks of Forrester Research, Inc. The Forrester New Wave™ is a graphical representation of 
Forrester’s call on a market. Forrester does not endorse any vendor, product, or service depicted in the 
Forrester Wave™. Information is based on best available resources. Opinions reflect judgment at the time 
and are subject to change.



Security Analytics (& SIEM)

Cloud Security
Elastic

Security
Labs

Elastic Security

Endpoint Security



Security Labs: 
elastic.co/security-labs/

Security Solution:
elastic.co/security/

Articles & Blogs: 
elastic.co/blog/

Want to find out more?

https://www.elastic.co/security-labs/
https://www.elastic.co/security
https://www.elastic.co/blog/


Try free on Cloud: 
ela.st/emea-sec-trial

Take a quick spin:
demo.elastic.co

Connect on Slack: 
ela.st/slack

Join the Elastic Security community

https://ela.st/slack


Thank You
Search. Observe. Protect.

Safe Harbor Statement
This presentation includes forward-looking statements that are subject to 
risks and uncertainties. Actual results may differ materially as a result of 
various risk factors included in the reports on the Forms 10-K, 10-Q, and 
8-K, and in other filings we make with the SEC from time to time. Elastic 
undertakes no obligation to update any of these forward-looking 
statements.



Prevent, Detect, and Respond
Appendix: Elastic Security Stack

Security content 
from Elastic and 
community

Visualize your Elasticsearch 
data and navigate the Elastic 
Stack

A distributed, RESTful search
and analytics engine

Kibana

Elasticsearch

Security Out-of-the-box solution for 
security analysts everywhere

Elastic
Security
Labs

LogstashBeats Agent
  Endpoint


