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Modules

e | ntroducing the concept of CERT
within the organisation.

e Establishing a CERT team within the
organisation.

oL inks with external security
organisations.

e Organisational funding in the market
place.
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| ntroducing the concept of CERT within the
organisation.

e Define what and/or who Is your organisation.

e Defining the organisational assets and risks

e Understand the role of CERTs. Case Sudy some teams.

e Define the CERT constituency and its customers.

e Define team positioning within the organisational hierarchy.
ePlan for internal management buy-in from bottom up.

e Plan for permanent funding and creation of the budget.
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Establishing a CERT team within the
organisation.

e Recruiting staff.

e Plans for accommodation.

e Planning for network and or 1SP connections.
e Creation of the IRP and security policies.
e|nternal and external media and PR plan.

ePlan for law enforcement links.

e egal Representation.
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Links with external security organisations.

e Links with other CERT teams nationally and internationally.
o FIRST accreditation process.

e\\orking with vulnerability alerting organisations.

e Organisational Security Web Page.

e Creating the external links into the organisational |RP.
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Organisational funding in the market place.

e Benchmarking process for reporting and funding .
ePlan for salf sufficiency internal.
e Plan for salf sufficiency externally.

e Understanding the external security market and market issues.
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