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Previous ENISA Work 

• 2010 “Secure Routing 
Technologies” report 

• Gives an overview of 
available technologies 
and proposed solutions 
to secure routing 

 

http://www.enisa.europa.eu/act/res/technologies/tech/routing 



www.enisa.europa.eu 5 

Previous ENISA Work 

• 2010 “Secure Routing” 
survey 

• Shows that currently there 
are only few security 
mechanisms implemented 
to secure internet routing 
on the IP layer  

 

http://www.enisa.europa.eu/act/res/technologies/tech/routing 



www.enisa.europa.eu 6 

Previous ENISA Work 

• 2010 study “Resilience of the 
Internet Interconnection 
Ecosystem” (aka “Inter-X 
Report”)  

• Large collection of resilience 
aspects of interconnections on all 
layers  

• Also contains collection of well-
known incidents 

 

https://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-and-services/inter-x/interx 



www.enisa.europa.eu 7 

Previous ENISA Work 

• 2011 report “Good Practices in 
Resilient Internet Interconnection“ 

• 15 good practices and 11 
recommendations for enhancing 
resilience of internet 
interconnections 

• Recommendation 10: Develop 
techniques to accurately 
measure the structure of the 
Internet  

https://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-and-services/inter-x/resilience-of-interconnections/report 
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Recent History – Hurricane Sandy – October 2012  

http://www.datacenterknowledge.com/archives/2012/10/30/major-flooding-nyc-data-centers/ http://www.renesys.com/blog/2012/11/sandys-global-impacts.shtml 
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Recent History – Egypt – March 2013 

http://www.reuters.com/article/2013/03/27/net-us-egypt-internet-idUSBRE92Q1AQ20130327 https://labs.ripe.net/Members/mirjam/mediterranean-cable-disruption-as-seen-in-ripestat 
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Recent History – Spamhaus – March 2013 

http://www.bgpmon.net/looking-at-the-spamhouse-ddos-from-a-bgp-perspective/ https://greenhost.nl/2013/03/21/spam-not-spam-tracking-hijacked-spamhaus-ip/ 
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Average duration of incidents per root cause 
category in hours in Europe in 2011 

On average incidents caused by natural phenomena lasted longest (45 hours). 

https://www.enisa.europa.eu/activities/Resilience-and-CIIP/Incidents-reporting/annual-reports/annual-incident-reports-2011/at_download/fullReport 
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2013 Internet Mapping Project 

• “CIIP relevant” sectors: 

 Banking 

 Energy 

 Logistics 

 Health 

• Understanding your national Internet 
infrastructure can be of help in avoiding and 
responding to outages and malicious attacks 
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• Address IP routing layer first 

• Not all relevant information can be easily 
deduced from a routing table snapshot (e.g. 
private peerings, backup routes) 

• Additional information may be available based 
on NDA 

 

 

2013 Internet Mapping Project: 
Data  
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• Baseline set of results could be shared and 
compared  

 within a defined community such as CERTs 

 under appropriate NDA 

• Learn lessons to improve the overall situation 
in Europe 

 

 

2013 Internet Mapping Project: 
Sharing 
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2013 Internet Mapping Project: 
Possibilities for Further Developments 

• Extend the view to include e.g. 

 Bandwidth 

 Physical layer 

 Data centres  

• Provide a platform to host the “public” part of 
the analyses set 
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2013 Internet Mapping Project: 
Our goal 

 framework and a step-by-step guide to assess 
and map “your country Internet infrastructure” 

• recommendations to enhance resilience of the 
Internet infrastructure in your country and EU 

• Help you  

 mapping the infrastructure of your 
constituency  

 responding to this kind of incidents and 
outages  
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2013 Internet Mapping Project: 
Your feedback 

• the existing works and relevant data sources you 
would like to see in this study 

• what do you think you need to know about your 
national Internet interconnections and constituency 

• what do you think you need to collaborate with the 
other partners (CERTs, LEA, etc.) while facing 
these kind of outages and incidents 
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BGPlay 
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RIPE Atlas 
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Internet Atlas 
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Telegeography submarine cable map 
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Telegeography Internet Exchanges map 
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2013 Internet Mapping Project: 
Your feedback 

• the existing works and relevant data sources you 
would like to see in this study 

• what do you think you need to know about your 
national Internet interconnections and constituency 

• what do you think you need to collaborate with the 
other partners (CERTs, LEA, etc.) while facing 
these kind of outages and incidents 
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Thank you 

 

  Rossella Mattioli  

rossella.mattioli@enisa.europa.eu  

 

 

Thomas Haeberlen 

thomas.haeberlen@enisa.europa.eu 
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