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! Identify need to monitor cluster environment in 
a new context which can include virtualised / 
containerised systems
" Potentially more opaque than existing grid 

systems
" Network monitoring key to understanding 

cluster state
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• The purpose of a Security Operations Centre (SOC):
– Gather relevant security monitoring data from 

different sources
– Aggregate, enrich and analyse that data for use 

in the detection of security events and any 
subsequent actions

• A SOC consists of a set of software tools and the 
processes connecting them

Security Operations Centre
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• Network monitoring
– Intrusion Detection System (IDS)
• Bro

• Threat Intelligence
– Malware Information Sharing Platform (MISP)
• Develop trust frameworks to share threat 

intelligence

Working Group Strategy
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https://www.bro.org/
https://misp-project.org/
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