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Use Case 1: Use with Maltego
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Maltego Components
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Local Transform Demo



import splunklib.client as client

import sys

from time import sleep

import splunklib.results as results
from MaltegoTransform import *
import os

HOST =
PORT = 8
USERNAME =
PASSWORD =
transform g
a Ser
|service =
host=HOST,
port=PORT,
username=USERNAME,
password=PASSWORD)

1 according to your

searchquery normal = ' ch 1 x=inkelngd SourceLyRs ] .gap="+ str(as)+ "

results and display them
MaltegoTransform()
|for item in reader:
fprint
me.addEntity

me .returnOutput ()

job.cancel ()



https://github.com/eatm-cert/maltego

Use Case 2: Wordlist Analysis
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https://github.com/berzerk0
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Comparison:Nmap vs ...
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Other Usages

* |Integrate applications that checks passwords
whether it is in wordlists or not during
password change process

* Import Maltego Investigation graph to Splunk

— Save investigations to monitored path



Some Usefull Queries

e set intersec|union|diff [subsearch]
[subsearch]

* index=password_john OR
index=password nmap/| stats count as
common by raw| stats
count(eval(common==2)) as commoncount

* index=password * |dedup raw/|fields -
_*|fields _raw| outputcsv
deduped_wordlists.csv



Some Limitations

— 10k items can be sorted, others truncated
e Sort O <field>

— Subsearch 10k event limitation
* Limits.conf = [subsearch] = maxout (upto 50K)

— Search output limitation = 10GB

e SSPLUNK_HOME/etc/system/default/authorize.conf 2
srchDiskQuota

— Set operations = 10K since it uses subsearch



Conclusions

e With Splunk API, you can search your logs and
use results in any application

* You can easily analyse huge data and extract
useful information






