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Leading company in cybersecurity and digital trust development for:

The public The academic research 
network in Spain

(RedIRIS)

It leads different cybersecurity interventions at a national and international level 

Companies, especially those in 
strategic sectors

What is INCIBE?
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A benchmark for the technical resolution of 
cybersecurity incidents that affect essential services
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Fraud Scam evolution
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Main indicators

Web content (trade marks)

Domain contacts (email address and email provider)

Re-activated domains (prior use of the domain names 
was completely unrelated to e-shop)
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EUIPO research

Source: https://euipo.europa.eu/
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EUIPO research

Source: https://euipo.europa.eu/
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Collaboration

Internet Domain Registrars&
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.es ccTLD antiphishing

http://www.dominios.es/dominios/en/todo-lo-que-necesitas-saber/valores-anadidos/antiphising
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.es ccTLD cancellation procedure

http://www.dominios.es/dominios/en/todo-lo-que-necesitas-saber/sobre-registros-de-dominios/cancelacion
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Detection process

Automated Semi - 
automated

Risk index based on:
- whois data (contact 
information)
- web content analysis
- domain history

Review of medium risk 
domains:
 - suspicious email 
providers in contacts
 - domain history
Improve detection rules
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Statistics

Fraudulent e-shops detected in 
1 year

  34.850
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Previously registered?
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Fraudulent domains monthly evolution
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Evolution fraudulent e-shops registered monthly
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Contacts by domain / email provider
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Top 5 actors

18,65% suspicious domains were registered using 5 email addresses
Those 5 email addresses have 6.502 domains registered
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Domain Name Registrar distribution
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Nameservers distribution
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Hosting by country
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Main brands affected
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Summary: May '17 ~ April '18

At least 9,35% (34.850 of 372.542) of the registered domains in 
last year hosted a fraudulent e-commerce site.

Registrars used were mainly 3 with more than 97% of 
fraudulent domains: 1st 70,16%, 2nd 16,36% and 3rd 10,50%.

Email providers used as domain admin or technical contact in 
whois were mainly not commonly used in Spain.
The top 3 email providers, 163.com, hxmail.com and yeah.net 
are present in 67,87% of suspicious domain registration data.

Expired and re-registered domains were the 85,34% of 
discovered fraudulent domains.
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Improvement proposals for ccTLD Registry

Bulk cancellation requests

Preventive suspension deleting domain from DNS

Block domain after cancellation at least until original 
expiration

✔d

Strengthen registration checks



Thank you!
Javier Berciano

 javier.berciano@incibe.es 

www.incibe.es www.certsi.es
@certsi_

http://www.certsi.es/
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