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• Superfast Intro to Cryptomining

Blockchain, Proof of Work

• Mining in the Browser with Coinhive

• Who deploys miners in the .CH Zone?

• What is SWITCH doing about it?

Agenda
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Block #16Block #13Block #12

Blockchain

Block #14 Block #15

Block #17

100 $ From: Yves To: Katja

35 $ From: Andreas To: Daniel

1’850’480 $ From: Yves To: Antoine

Block #17
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• Think of a worldwide lottery
• Numbers are drawn every 2 – 10 mins
• Have as many tickets as you want can

Proof of Work

Block #17

+ =
?hash

SHA1(SHA1(X)) =
000000000000086de55ec4b9b32beefd745d71675dc0eddfbc7b88336e2e296b
0000000000000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
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Evolution of Bitcoin Hardware

CPU mining

2008

GPU mining

2010

FPGA mining

2011

ASIC mining
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Photo credit: Trustnodes.com

http://www.trustnodes.com/wp-content/uploads/2017/08/bitcoin-mining.jpg
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Algorithm Comparison

Algorithm Name hashcash-SHA256 CryptoNight
Limitation CPU-bound Memory-bound
Current Network 
Hash-Rate 25 EH/s 1 GH/s

Bitcoin Monero
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Coinhive
Coinhive offers a JavaScript miner for the Monero Blockchain that
you can embed in your website. Your users run the miner directly in
their Browser and mine XMR for you in turn for an ad-free
experience, in-game currency or whatever incentives you can come
up with.
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Running Coinhive
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coinhive.min.js
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Performance

CPU L2 L3 Hashes/s
Apple A7 1.4 GHz 2x 512 KB 4 MB 16
Intel Core i7 3.5 GHz 2x 256 KB 4 MB 30
Intel Core i7 2.9 GHz 4x 256 KB 8 MB 50
Intel Xeon E5-1620 3.7 GHz 4x 256 KB 10 MB 60
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0.00005884 XMR per 1M hashes          1 XMR = 188 USD

Revenue Computation

# Systems Duration Hash Rate Hashes Revenue
1 1 h 50 H/s 180’000 USD 0.0000105912

100 1 h 50 H/s 18'000'000 USD 0.00105912
10’000 1 h 50 H/s 1’800’000’000 USD 0.10593

120’000 5 min 50 H/s 1'800'000'000 USD 0.10593

!"#"$%" = '()*%+ , 10/0 , 1 , 2%3(+4*$ , ℎ(6ℎ3(+"
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Crawling the .CH Zone

Elastic
search

scrapy scrapy scrapy scrapy...

redis / logstash



© 2018 SWITCH | 15

Who’s mining on your Back?

of the 1.2 mio accessible .CH domains (0.01%)

90

105

116

Jan 2018

Apr 2018

May 2018
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Compared to other TLDs

TLD Accessible 
Domains

# Cryptominers Percentage

.fr 2,302,097 400 0.017%

.li 34,086 6 0.017%

.ch 1,264,329 116 0.009%

.se 1,142,395 79 0.007%
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Affected CMS (.ch)
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1. Operator mines with the user’s consent

2. Operator placed a secret cryptominer

3. Site has been compromised and a 
cryptominer was injected

Reasons for Cryptomining?
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Legitimate Use
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Obviously a Hacked Site
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Browser Addons
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Adblocker Evasion
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Intentional, Secret Mining
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Keeping the .CH Zone clean

https://www.bakom.admin.ch/bakom/de/home/digital-und-internet/internet/bekaempfung-der-internetkriminalitaet.html
https://www.admin.ch/opc/de/classified-compilation/20141744/index.html

https://www.bakom.admin.ch/bakom/de/home/digital-und-internet/internet/bekaempfung-der-internetkriminalitaet.html
https://www.admin.ch/opc/de/classified-compilation/20141744/index.html
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1. Operator mines with the user’s consent

2. Operator placed a secret cryptominer

3. Site has been compromised and a 
cryptominer was injected

Reasons for Cryptomining?
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Asking for Consent
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A Sneaky Case
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Looks Familiar?
http://cookiescript.info/libs/cookieconsent.6.min.js



© 2018 SWITCH | 31

Working for a better digital world
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Internationale Kooperationen


