——
\W) Tristed introucer
—__ @mem.

Tl Update
24th May 2018, Warsaw (PL)

Tl Team
Antonio Liu
aliu@trusted-introducer.org



Overview

> Status of Teams

> Reaction Test

> Technical Developments
> MIA Listed Teams
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14 Newly LISTED Teams

% Commercial: <+ Government, national
= AEC (Austria) and military:
= CERT-ENAV (ltaly) = CERT-WM (Netherlands)
= CERTBI (ltaly) = EC DIGIT CSIRC
= CERTFin (Italy) (Luxembourg)
= ERIS-CERT (Spain) = National CSIRT-CY
= Enel CERT (italy) (Cyprus) |
= XMConsulting-CSIRT ~ * Research and
(Belgium) education:

" YOROI-CSDC (ltaly) = PRACE CSIRT (*Europe)
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8 Newly ACCREDITED Teams

<% Commercial: <+ Government, national
= CERT-ENAV (ltaly) and military:
= NS-CERT (Spain) = CSIRT.MIL.SK (Slovakia)
= NVISO-CSIRT (Belgium) & Research and
= PGE-CERT (Poland) education:
* VDE (Germany) = StACSIRT (United
Kingdom)

= Z-CERT (Netherlands)
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3 Newly Re-/CERTIFIED Teams

= CERT.at (Austria)
= WienCERT (Austria)

» EGI-CSIRT (*Europe)

-
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2 SUSPENDED Team

% Commercial:
= TEFCSIRT (Spain)

<+ Government, national and military::
= CERT-AM (Armenia)

\vy Irllj;t(e:g Ilrl'i.rl;ducer




350

300

250

200

150

100

50

I Listed: Research & Education

2001

13

2002

13

2003

16

2004

2005

Listed: Government, etc.

2006

2007

05

2008

il

\'/

I Listed: Commercial

31
18

Q = 7 ;
I I1 !4 —r -

2009 2010 2011

TF-CSIRT

Trusted Introducer

2012

34

@ isted

46

2013

e/ ccredited

m N

2014

2015

110 81
69

“

2016

Certified

46

20 .22

343

171

85 89

2017 Apr18




30%

20%

10%

°Jan16 © Aprl6

1d

e

L

2d

Reaction Test - ACCREDITED Teams

©Auglé eJanl7 e Aprl7 e Sepl7

3d

\'/

4d

TF-CSIRT

Trusted Introducer

%

(o)

5d

Feb 18 @ Mai 18

[ &

6d

@
82,1% @ 82,2%

. 0.8

e ® 72,3%

7d

77,3%




100%

90%

80%

70%

60%

50%

40%

30%

20%

10%

1d

2d

* Jan 17

Reaction Test - LISTED Teams

o Aprl17 e Sep1l7 Feb 18 @ Mai 18

" I°
L ] e..
’.
3d 44 5d

\vy Irllj;t(e:g Ilrl'i.rl;ducer

53,8%

49,7%
® 45,9%
® 41,8%

® 30,6%

7d




Technical Stuff

4

L)

o,

> Migration to new servers with new OS version
» OTRS upgrade to version 5s

» TIMS — Trusted Introducer Management System
upgrade with support of newest GPG formats

» TITUS — Tl Team Update Selfservice minor
update

» Public TI website minor update

L 4
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TIMS Upgrade

TIMS and TITUS now use fingerprints instead of short-IDs
for PGP keys

IRT-Object: removed "Abuse Emails” field (RIPE no
longer supports this), added an optional "Abuse Contact"
field instead (which takes a RIPE role handle)

Change and extend the Alpha Compendium export to
show the following:

*  Acceptance of SIM3 Model as framework for self-assessment
(SHOULD)

* Regular attendance at TF-CSIRT/TI Meetings (SHOULD)
* Compliance with the "CSIRT Code of Practice" (SHOULD)
« (NEW) Participation in "Reaction Tests" (SHOULD)
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TIMS Upgrade (ii)

When changing team state from Listing Candidate to
Listed, the names of the sponsoring teams are
automatically recorded in the history of the team

Listing poll results and a link to the listing poll are

now shown on summary page for Listing Candidate
teams

Use of first accreditation date of a team in team
exports (even if a team was suspended and the
suspension lifted again)

Some bugfixes and handling improvements
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TITUS and Public TI Website Update

<+ TITUS update

= Shows a warning message if a team has:
® no two team reps

 no valid pgp key for 1st team rep, 2nd team rep, team
address or mailinglist address

= Shows a warning message if an associate has:
 novalid pgp key

< Public Tl website minor update

=  Public TI webpages now also contain link to TITUS,
like the restricted webpages
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Technical Stuff — What‘s next

Next improvements, already worked on:

= JSON export of Tl team data

= Some more automation for handling re-listing of
listed teams every 3 years

w Irllj;t(e:g Ilrl'i.rl;ducer




Listed Teams - MIA

= New requirements for listed teams
= Discussed in closed Hamburg meeting

= Accredited/certified teams help to contact listed
teams that are ,Missing in Action’

= Wikipage at
https://tib.trusted-
iIntroducer.org/wiki/wiki/WikiStart/TeamsMissing|
nActions

w Irllj;t(e:g Ilrl'i.rl;ducer




Thank you very much for your
kind attention !

https://tiw.trusted-introducer.org
mailto:ti@trusted-introducer.org

The Trusted Introducer Service
Antonio Liu

aliu@trusted-introducer.org
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