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Uniqueness	about	CG	metrics		

-  We	measure	“Risks	to	Others”		
-  Policy	/	Decision	making	process	

support	



Challenges	and	Opportunities		
- Focusing	on	Symptoms	not	Cause	

-  Tradi&onal	approaches	to	cybersecurity	have	crucial	limita&ons	based	on	a	
reac&ve	approach	to	addressing	threats	or	incidents.	Reac&ve	approaches	do	
not	improve	underlying	condi&ons	and	reduce	risk	at	a	systemic	level.			

- Establishing	StaKsKcal	Rigor		
-  Challenges	stem	from	many	sources,	including	issues	in	collec&on,	the	
inability	to	cross	compare	data,	and	a	failure	to	apply	normaliza&on	
techniques	
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CyberGreen:	What	we	do		

Cyber	Health	Measurement.	
We	measure	Risk-to-others.		

Provide	a	clearinghouse	for	
Risk	MiKgaKon	BCPs.		

Source	risk	condiKon	data	

Advocacy		

Capacity	Building	
needs	analysis	and		
impact	measurement		



	

	
IntroducKon	to	features	on	the	

CyberGreen	Stats	Portal	
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Stats.cybergreen.net		
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Global	look	–		
Open	recursive	NTP	servers		
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Regional	view:	Europe	-			
Open	recursive	SSDP	servers	
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Health	benefit	to	the	Internet	

• Open	DNS	has	an	amplificaKon	
factor	of	179.		

•  Every	reducKon	in	1000	open	
DNS	vulnerable	servers,	reduces	
the	global	DDOS	potenKal	by	
1790	Gbit/sec	

•  The	DDOS	which	took	down	
cloudflare	was	a	mere	100	Gbit/
sec	
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			Cloudflare	DDOS																			1000	open	DNS	servers	

1790	
Gbit/sec	
less	
DDOS.	
	
Well	
done!!	
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-	IdenKfying	improvers		
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Clearing	House	for	Global	Mitigation	BCPs	



Download	aggregated	data	through	API	
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Singapore	case	:		
CG	Metrics	to	drive	multi-stakeholders	risk	reduction	
National	level	campaign		
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Top	policy	commitment	at	ASEAN	ICT	Ministers	MeeKng	in	October,	2016	
“CyberGreen	is	one	global	iniKaKve	that	will	aid	us	in	securing	our	
common	cyberspace.		The	CyberGreen	project	aims	to	give	countries	
awareness	of	the	state	of	cyber	health	and	potenKal	vulnerabiliKes	
within	our	borders….”	

[SingCERT]	Cyber	
Risk	Condi8ons	
from	Vulnerable	
Internet	Service	
Protocols	
	
Joint	Advisory	by	
SingCERT	and	
CyberGreen	
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Correlation	Analysis,	collaborations		
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Metrics	v.3	:	device	level	health	metrics		

•  Improve	Asset	Owner	Metrics,	Create	New	Vendor	
Metrics	(v.2+)	

•  Analyze	who	has	greater	ability	for	miKgaKon	impact		
•  V.2	is	asset	owner	focused		
•  V.3:	how	can	we	add	“vendor	risk	to	others”	
•  IoT	devices	health	metrics			
	
CyberGreen	is	looking	for	the	Sponsor	for	this	research	

and	development	of	Metrics	v.3	
Please	contact	us	how	to	Support.		

contact@cybergreen.net		/	yito@cybergreen.net	
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Questions		
	
•  Is	CG	metrics	useful	to	you?		
•  What	do	we	like	to	inform	policy	makers?	or	your	

management	from	incident	response	community?	
•  What	other	risk	indicators	should/can	we	measure?			

•  Anybody	conducted	miKgaKon	campaign	past	12	
months?		

•  Anybody	planning	to	conduct	miKgaKon	campaign	
next	12	months?	

•  Anybody	wants	to	data	donaKon?	Financial	
contribuKon?			



	
	

Help	us	foster	the	CyberGreen	approach.		
ParKcipate	in	the	MiKgaKon	Campaign.	

		
Contact:		

yito@cybergreen.net		
	


