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Introduction

Remon Klein Tank Sandy Janssen
(CEH, CISSP) U

Master of Law

o

" _ (University of Groningen) & 3
Initiator and projectleader OZON on safety regulations ’S‘h‘ ¥R
Cybersecurity specialist at for High Voltage ~
Power Lines. '

Wageningen University and Research

Member of SURFcert (first Dutch
Computer Emergency Response
Team)

SCIRT / SCIPR
member (cybersecurity -
expert community)

Worked at the Centre of Information
Technology at the University of Groningen.

w“Since May 2016 part of Young Talent
program of SURFnet and involved in setting
up cyber crisisexercise OZON

“ Wrote whitepaper and script for setting up
' cybercr|3|sexer0|ses

SURF




Participants

Participating
institutions

Universities
Regional

Teaching

Total: 28 Centres

institutions

Tertiary
Education [%
Institutions Hospitals

T

Other:

Including researt
institutions and
libraries

Number of

participants
Gold, Silver
and Bronze

9




Preparation

OZON
TIMELINE

Idea for

2 day
cybercrisis-
exercise was
born

4 February

Gold/Silver
registration
closed

Bronze
Registratjon
closed

Cybercrisis
exercise
OZON

Deadline
institution
scenarios

31 August — 4/5 October




Participating roles

Participating
roles

Participants

Department managers
Lawyers
Communication
Press Officers
Security Officers External
Privacy Officers Partners

Members of the . .
Executive Board ) National Police,
Staff services (digital

Simulated by declaration
Board Members internal responscel
ICT managers

Service employees Non-participating employees
Faculty Staff External supply chain
partners such as suppliers
Stakeholders

Students
Patients

Teachers

Professors

Contributing

Observers

NCSC




Events

Media and
communication

L

650

Twitter-
berichten

1

Kranten-
berichte

1600

[ Emails

40

Facebook-
berichten

Unknown tc,"‘\

number of
cpmmunicatio 5
via Skype,

etc.

o
Phone, Jabber, Wl
W

0Ozon.onion | - Een onvoldoende? 40 Euro lost het op

Aad Gille - 04/10/2016

COLUMN - Tijdens mijn onderzoek naar de onderwereld van het internet heb i
i het Dark Web, het deel van het internet dat het daglicht niet kan verdrage' /1
creditcardgegevens, drugs en wapens bestaan er ook webportals waar stud

kunnen verbeteren. Tegen een anonieme Bitcoin-betaling van €40 is het v’

een onvoldoende om te laten toveren in een prachig cijfer. Voor €80 kar

rivaal naar een onvoldoende veranderen.

Om te testen of de service écht werkt heb ik €40 betaald om mijn ou
journalistiekmaster aan de VU Amsterdam te veranderen. Om zo m’
benadelen heb ik ervoor gekozen mijn enige 8 naar een 7 om te la’
was mijn cilfer daadwerkelijk aangepast.

Aangezien de service goed werkt is het niet verrassend dat de
uitermate positief zijn. Een student aan de UVA schrijft “Supe
ander comment luidt, “Deze dienst maakt zeker het verschil tusse..




Technical elements

- Operation Ozon Onion
R | | I ) help us help yourself

This Is an OZON exercise website. All content on this website is for exercise purposes only.

knowledge is Power, Power to the People!

Mirror sites Door het enorme volume aanvragen is er enige
vertraging in de verwerking.

Welkom op deze veilige Operation Ozon Onion website

tilburg de gekste 1~ W Follow

BAM! Gewoon een 9 voor Internationaal
R MRk Wi bieden verschilende diensien aan: Strafrecht. #http://createyourowngrades.nl/
mpossible to ever fully
“emove Robbing Good from
zhe Internet, you will find Download een patisntendossier

elow alist of mirtors of the Crowdfund het hacken van een cifferadministratie
Robbing Good website:

Create Your own Grades (Even niet beschikbaar op de WUR want die ligt plat @ ) & Reply T Roweet W

. En nu ook beschikbaar:
* utwente.robbinggood.nl
b Sensitive dox: spannende interne documentatie van diverse publiek Instellingen

Binnenkort:

Disclosing critical research and business information on a Offering "create your own grades” through websites
prepared website
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Raspberry pi’s to be found in the network with mirrors of the websitess




Evaluation

Evaluation of
the Exercise

4,00

55

16 '5

Evaluation of
achieving
Exercise Goals

587l

44




Cybercrisisexercise OZON

Background and purpose

Crisis exercises within institutions are mostly fysically oriented (i,e,
fire, evacuation, drills)

The need to practice with cyber crisis / IT security

Inspiration by participating in other big cyber exercise

Purpose;

Increase awareness and resilience

To test the internal and external information chain

To test internal communication, processes, and testing protocols
To increase knowledge and understanding of the development a
cyber crisis

Conduct and performance

The content was prepared by OZON team and the institutions, for
completeness and robustness we had assistance of external agency.
Two days of exercise directed from the central location at SURFnet,
the players practiced on location and in their own role.

Outcomes

Experienced as succesful, informative and highly realistic

Voluntary participation and practiced with great enthousiasm

The involved where very positive and the atmosphere was good.
Gaps where bridged between operational/tactical and strategic level
Gaps where bridged between different disciplines like communication
and technique

Cooperation between institions strenghthened

Results, recommendations and what’s next
Make cybersecurity integral part of crisis management
Sharing information earlier in crisisprocess between organisations
Research into form of national coordination in a sector-wide cyber
threat. To define autonomy and mandate of the institutions
To practice more large- and small exercises, sectoral- and/or topic
specific. Preparation and execution of exercise together to achieve
economies of scale
To share the outcomes, conclusions and recommendations of
exercises to create more awareness and to create support of cyber
threats and exercises.
Outcomes, lessons learned and recommendations stipulated in
whitepaper, script for cybercrises exercise and video impression




To know more? /| Questions?

Whats’s next: OZON 2018, NOZON small exercise with
institutes, International cybercrisisexercise Géant (European
collaboration on e-infrastructure for research and education)
internal cybercrisisexercise within SURFnet

White paper available in Dutch and English
/

Article in Informatiebeveiliging Magazine
Moens, A, Janssen, S.B “Ozon: Bruggen bouwen;
een cybercrisisoefening” PvIB 01-2017, p. 10-15

Script of OZON in Dutch

Soon also in English available

Video impression with English subtitles




