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When the world fights back

Crisis Exercises: From paper injects to a fully immersive platform
TF-CSIRT, 29.9.2026
TLP:Green

Jens-Christian Fischer
jens-christian.fischer@switch.ch
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Our Crisis Scenarios are — in comparison — boring
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YOUu pecame VICTIMm OT TNEe LULVENEYE KHNDUPMWHKL?

The harddisks of your computer have been encrypted with an military grad
encryption algorithm. There is no way to restore your data without a spe
key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three ea
steps:

1. Download the Tor Browser at "https://www.torproject.org/". If you nee
help, please google for "access onion page”.
2. Visit one of the following pages with the Tor Browser:

http://golde: .onion/v
http://golden .onion/v

. Enter your personal decryption code there:

If you already purchased your key, please enter it be low.

Key:




Before we start: we build a crisis simulation LIVE

Workshop ~~ KQL  KQL Courses Leaderboard ‘R Achievements 2 @EN v jcfischer v

Vorld Bible

Assist — draft a scenario with Al

The fastest way to start a package. Describe the exercise you want (

the brief you fill in below

1- Premise

Difficult

standard

Country

Switzerland

Anything spec

Switch_

stian Fischer Admin

Timeline view M Brief Health

ctor, size, rounds, threats), and the Al drafts the wh nario in stages:

uration (min)

Tone

v serious

&Erpressung M Innentter-Exfiltration Uberlastung

YOU CHOOSE

Sector [from the room]
Threat [from the room]
Teams SEC - INFRA - KOMM - MGMT

Rounds 2

Let’s see what the Al comes up with

We will play later




INJECT - ROUND 1 - 09:14

Your identity directory is down. Front ends still
show cached sessions.

What do you do?
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From a stack of cards to a world

Paper A human log A KQL emulator
oracle

Printed Injects, read Another exercise let Our capture-the-flag

aloud. This works. Teams phone a tool already made
person who logs on demand.
answered from the
logs.

Building a "simulated” workspace
And then let it speak for itself
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4

The whole
workplace

Mail, chat, intranet,

social media, phone.

First prototype in
seven days.

5

Characters that
answer

Al inside the world,
not only behind it.



What a Team sees

Security & Forensik Switch secAcademy  vern a0

20 Minuten

Mysterious flash of light over
Lausanne AND Ziirich — what
was that?!

Hundreds of readers report a blinding flash around 08:00 —
at the same time edu-ID went down across the country

Mysterious flash of light over Lausanne AND
Ziirich — what was that?!

SOCIAL MEDIA

Netzwerk & Infrastruktur

Netzwerk & Infrastruktur Netzwerk & Infrastruktur

e 1001220 @

ooy | onere 9 Swich anet
-]

adision over Zireh & Lausanno —pralminary fndings

Switeh —Status updote

INFRASTRUCTURE




What the engine does without you
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The Game Master’s console

Switch secAcademy  wokshop koL KaLcour Leaderboard R Achievements 2 @EN v [cfischer v

Switch secAcademy  wokshop KoL KaLCourses @ Achievements 2 jefischer v

CYPhISEC demo-scenario CYRUESSC

demo-scenario

mo ( RUNNING

Teams All Inject Playback e /Calls | SECFindings | Observer Notes SEC Findings | Observer Notes

D:

00:00 st Evarche

Workshop

Authoring Discovery & Initial Confusion

Mo 06:15-07:45 - ICT onl

Next Round
niz Organization Set Round
2 Runs Control Email

KQL Challenges

KQL Cours Inject Queue Win Conditions (0/
Control S Email  Intrar
Bring the incident under control and restore the affected

y and prom

Inject Queue (r2) Win Conditions (0
informed.

trol and restore the aff
lle Teams haben sich mit der Umgebung vertraut gemacht und Mo 06:20 — SCADA-Anomalie bestatigt:

vic ckly as the situation allo
INFRA  Unautorisierte Polling-Befehle im OT-Segment tuation
detektiert

ernal stakeholders a ly and promptly
l-founded decision on the central respon: ternal stakeholder. ly and prompitl

sich mit der U rtraut gemacht und
5:20 — SCADA-Anomalie bestétigt:

Unautorisierte Polling-Befehle im OT-Segment Hoach a sloar, wellfounta

i detektiert s A

Action Log

ra Keller question in good tim

6:25 - Verschliisselung auf File-Servern
bestiitigt - .locked-Extension auf Shared Drives

INFRA
Action Log
Action Visibility Teams see biurred actions until you reveal them Reveal all T EFER
Mo ~ Verschiiisselung auf File-Servern
bestiitigt - locked-Extension auf Shared Drives

INFRA ROUND ADVANCE

Before the Run During the Run

Win conditions set, the Inject queue still empty. Round clock, the Inject queue per Team, and the action log.
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Characters make noise. Decisions move the story.

CHARACTERS

Have a motive, a voice, and know only
the facts the story has revealed.

They answer what a Team wrote to them.
They do not read other threads.

They cannot move the plot.

WHAT MOVES THE STORY FORWARD

A Team’s decision: each choice changes
the world state that follows.

Cut the network, and mail and chat go dark.

The noise is there to stress Participants. The actual exercise is only

driven by the Participants.

Switch_
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Characters, authored and in play

Switch SecAcademy KQL  KQL Courses @ Leaderboard

Achievements 2 @ EN v jcfischer v

@ caeT
Pre Tue 11:00-11:20

Scenario Authoring  BE74

Demo Scenaro

kryptonian, and roughly translated means

6 warnings.

#town-square

jven; it s not examing
Branding at channels

When it is needed, it becomes hidden.
#town-square ing houses, but perh:

\ame it — and now the number has returned

Characters

hicolE ab Kevin Lehmann | Dev (67
ico Baumann B

**Kevin Lehmann | De

and "the number has returned" is either a
Sara Keller

either way: not actionable for me. stil blocked. stil no runbook.

Brigitte Hunziker

Filippo Costa (MGMT) 1

shut up kevin
Dominic Schmid

Frédéric Gerber (MGMT) 1ot

There is a thing that arrives on foot and le
Maya Huber

n foot and leave
Thomas Ammann

Karin Meier | Infrastructure ({68

the ding. Logins re-establishing zone and with no idea whi

Sarah Zbinden

Leon Furrer (@OT_Watchdog_CH)

er just happened — you handled it together, acy
used by 3

Anonym

Authored
Every Character has a role and a motive in the World Bible.

In play
Characters answer in the Teams’ channels, next to the
Participants.
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People and Al can co-exist in the game

The ransom note had a TOR chat
address

The chat was done by a real

negotiation trainer

Scripted injects, Al characters and live people, in one run

Any character’s seat can go to a real person




Evidence afterwards

« Bz

Debriefing HWZ-A AAR generieren Full Report

2/5 Win Conditions e

@ Detection & ation Escalation & Decision-Making B Communication T2 Regulatory & Legal w Cross-Team Coordination 8 Recovery & Business Continuity

Detection & Investigation

the attack identifi

Key Question

“How quickly did you identify the attack? What slowed you down?”

Win Conditions Assessment

Areas for Improvement
x W3

- W3 not achieved: EDOB-Meldung innert 72h mit allen 5 Pflichtfeldern (Art,

EDOB-Meldung innert 72h mit allen 5 Pflichtfeldern (Art, Anzahl+Kategorien,
Anzahl+Kategorien, DSB-Kontakt, Folgen, Massnahmen)

DSB-Kontakt, Folgen, Massnahmen)
- Switch CERT sollte in der ersten Phase kontaktiert werden

Timeline (46 events)

.
INJECT_DELIVERED

Krisenstab formell einberufen

AFTERWARDS

ONE REAL RUN

+0 min

+14 min

+18 min

Example run

Inject delivered

status page updated

crisis team convened

Paper leaves memory and a flipchart. The Crisis Simulators leaves a
timeline of every decision & every communication done

Switch_
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The Al supports — it does not decide.

AUTHORED BOUNDED
The injects, the branch and the facts are Characters answer with Al, but only with
written before the Run facts the story has already revealed

VOICE HUMAN
Phone calls go through ElevenlLabs: The Game Master can pause all, mute one,
speech to text, and text to speech retract a reply, or take a Character’s seat.

Judgement is always human.
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Paper tests what you know

Immersive tests what you do

Both have a place




What paper does better

Cheap

A room, a facilitator, a stack of cards

Deep

Time to discuss every step, together

Switch_

Fast

Ready in days, not weeks

The plan

It shows whether the plan exists and
who knows it

17



What it built while | talked LIvE

O 0 0 ¢

The arc One Character One Inject The health check
Rounds, events, and Role, motive, what they Would you send this to a Errors, warnings, notes
where it branches know Team?

A draft in [__] minutes. Making it good is where the days go.
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What immersive costs

Days
A Game Master
Tooling

Consistency

Switch_

of authoring: making the world consistent

who knows the product, reads the room and still can improvise

accounts, laptops, WIFI, projector

hundreds of individual pieces of lore. Compiler that checks that no
fact appears before its time (and still fails sometimes)

19



Where the authoring days go

1 Premise 2 Arc 3 Draft and check
Sector, size, rounds, Teams and threats. Rounds on a board, and the branch into The Al drafts every beat; the health check
world A or B. counts errors and warnings.
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Let’s play
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Open source

We are working on open sourcing this under a permissive license.
First public Run: GEANT CLAW Vienna, 23—-24 November 2026

Would you run this for your constituency? Is there a crisis you want
exercised? Tell me. That is how the scenario library grows.




Come and play
and look behind the scenes

Workshop Thursday, 9:00 — 12:00




Your contacts
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Jens-Christian Fischer
Product Owner SACA

P +41 44 268 15 71
jens-Christian.fischer@switch.ch
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