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How can we protect our domains from

unwanted framing?

-2 HTTP header mechanisms
o X-Frame-Options
> Content Security Policy with the frame-ancestors directive
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So how are we doing?

X-Frame-Options
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So how are we doing?

Content Security Policy - direktiva frame-ancestors
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So how are we doing?

X-Frame-Options nebo CSP s FA
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So how are we doing vs. 3 years ago?

XFO nebo CSP s FA - 2023 vs 2026

l |
\ — ‘ !

1k top Tranco domén 2023 1k top Tranco domén 2026 100k top Tranco domén 100k top Tranco domén 1m top Tranco domén 2023 1m top Tranco domén 2026
2023 2026

[r——

X-Frame-Options M CSP s direktivou frame-ancestors M CSP s FA nebo X-Frame-Options

NETTLES
CONSULTING




What can we do?

> Set up Content Security Policy with frame-ancestor directive for our own
systems

> Engage in increasing general awareness about potential framing-related
security issues
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Thank you for your
attention!
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