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Quick recap: moje.cert.pl a year ago
− Anyone can join.

− Possibility to add any number of domains and subnets.

− Features:

1.scan results,

2.password leaks,

3.network events,

4.security advisories,

5.Warning List check.
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Security scanning

− A couple dozen modules detecting various problems (from low-

severity, such as misconfigured SSL, to SQLi or RCE).

− What changed since 2025: we decreased the scan time and added 

more modules.

Tool: Artemis: https://github.com/CERT-Polska/Artemis, uses other open-

source tools under the hood: Nuclei, SQLmap.
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Password leaks
- Types: stealer logs, leaked website database dumps, combolists, ...

- Data sources:

- Commercial providers.

- Public data.

- Own hunting.

- Data from sectoral CSIRTs.
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Network events
− Malware infections.

− Hosts that perform scanning.

− Servers that host phishing.

And many more. Tool: n6: https://github.com/CERT-Polska/n6

More than 90 data sources, e.g. Shadowserver.
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Warning List check
− 141 million page views blocked in 2025.

− Phishing, scams, etc.

− No actions needed from users, the block happens on DNS level.

− Supported by most major Polish ISPs.

− We can block a site in as fast as 5 minutes.

− In moje.cert.pl a user can check whether their network is protected.
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Security advisories
− For non-technical users.

− For administrators.

− Multiple channels: e-mail (without registration), RSS, API, …

− New since 2025: easy subscription without an account.

https://www.facebook.com/CERT.Polska/
https://x.com/CERT_Polska
https://www.linkedin.com/showcase/cert-polska/
https://cert.pl/
https://github.com/CERT-Polska
https://cert.pl/


cert.pl
cert.pl

https://www.facebook.com/CERT.Polska/
https://x.com/CERT_Polska
https://www.linkedin.com/showcase/cert-polska/
https://cert.pl/
https://github.com/CERT-Polska
https://cert.pl/


cert.pl
cert.pl

What is new since 2025?
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Organization infrastructure/asset inventory
− Data collected during security scanning.

− Gathered information:

• Domains, subdomains, IPs and ports.

• Exposed login panels and VPN gateways.

• CMS and CMS plugins.

• Other technologies.

What incidents can we prevent?
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Features
− Filtering by technology, port number, protocol, …

− Showing newly added hosts.

− Vulnerabilities in technologies on a particular host.

− Soon: e-mail notifications.

− Example of a large telecom.
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Vulnerabilities in your infrastructure

− Infrastructure data collected during scanning.

− Two vulnerability data sources:

1. vulnerability.circl.lu

2. nvd.nist.gov 

− Why two data sources?

− Using a LLM to translate vulnerability information.

− Heuristics on what to notify about: CVSS + EPSS + KEV.

− Heuristics on whether a CVE matches a product: CPE is not enough.
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Vulnerabilities in your infrastructure
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Implementing v1 was 30% of the work

After implementing the first draft we learnt that:

- Some CVEs don't have CPEs (e.g. 

cpe:2.3:a:apache:http_server:2.4.54:*:*:*:*:*:*:*), so we always 

need to match by product name.

- There are multiple products with same name (e.g. multiple projects named 

Sentry).

- Some CVEs have &amp; in the description and they're not vulnerabilities in 

Accelerated Mobile Pages.

- CVSS is sometimes greatly exaggegated.
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Implementing v1 was 30% of the work

After implementing the first draft we learnt that:

- We needed multiple LLM prompt iterations before the translations were 

acceptable.

- Even if a technology is mentioned (e.g. Cloudflare), the vulnerability may not be 

related (to secure your installation, enable reverse proxy such as Cloudflare).

- Besides heuristics, we decided to use a LLM to match CVEs with products.

- Monitoring is crucial, human-in-the-loop is worth considering.
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Features for sector CSIRTs
Features:

− Statistics.

− Reports.

− API.

− Easy contact with entities.

Hot topic because of NIS2 implementation!

https://www.facebook.com/CERT.Polska/
https://x.com/CERT_Polska
https://www.linkedin.com/showcase/cert-polska/
https://cert.pl/
https://github.com/CERT-Polska
https://cert.pl/


cert.pl
cert.pl

Features for sector CSIRTs
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Why set up such initiative in your country?

Every country needs:

1. Security services for entities that don’t have significant security budget.

2. A way to share information&advisories without being dependent on bigtechs.

3. Features that prepare for the incoming CVE deluge:

- advisory sharing,

- a way to quickly warn everyone with a Fortinet or Gitlab about a CVE,

- periodic security scanning.
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How to set up such initiative in your country?
Advice from 2025:

-Be agile: don’t plan too much.

-Start small: don’t have network events for now? Start without them!

Advice for now:

-After a successfull launch it's time to secure the project:

-tests,

-bus factor protection,

-balance between implementing new features and stability,

-More serious engineering for bigger complexity.

Project management workflow should differ depending on the lifecycle.

(advice that always holds: choose boring technology).
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Statistics

− More than 23k users (2x growth since last presentation).

− More than 27k domains (2x growth since last presentation).

− More than 900k vulnerabilities and misconfigurations found (~4x 

growth since last presentation), including 67k high-severity.

− 10k advisory subscribers.

− Including scanning of public entities in Poland: almost 1.9M 

vulnerabilities and misconfigurations found.

− What is the status of the scan time?
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Plans
− A feature for users to check whether a file is malicious without sharing 

it (as is the case of e.g. VirusTotal).

− Onboarding more sectoral CSIRTs (at this moment, three use the 

service: the CSIRTs for the banking, health and infrastructure sectors).
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Thank you!
Any questions?
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